APPENDIX A	UNDERSTANDING ACCESS GROUPS





A.1	ACCESS GROUP CONFIGURATION


C-NET allows you to have up to 15 separate access groupings, numbered 0 to 14.  New users to the system are always placed into group 0.  You do not have to use all of the 


Groups -- the ones that you do use need not be consecutive or in any specific order.  You should choose one of the access groups to be the System Operator’s group (for you, and maybe a small select group of highly trusted people) having highest system privileges.  I suggest that you use group 14 for the SysOp account.  Group 13 can be used for Co-Sysops.  For each group you use, you can specify the following information:


Group xName: 	A title used on the system instead of simply an access group number.


Calls/Day(0-255): 	The number of calls per day that the group can make. 0 indicates infinite.


Min./Call(0-255):	How many minutes per call will be allowed.  0 indicates infinite.


MxM/Day(0-255):	Minutes per day maximum that may be spent on the system, assuming the user has enough calls per day and minutes per day to reach this limit.  0 indicates infinite here.


$/min(1/10000s):	Per minute system access charge in 1/10000 of a dollar (part of the accounting system, which will be described fully in a chapter to follow).


Max/debt(0-9999):	The maximum debt a user may accumulate on the system, in 1/100 of a dollar.  Again, this function will also be described fully in a subsequent chapter.


Min./idle(1-9):	How many minutes idle will be allowed (how many minutes may pass without hitting any keys before the system will automatically hang up). This MAY NOT be 0.


Downloads/call: 	How many files may be downloaded per call.  0 indicates infinite.  I have found the number of 10 to be the best.  That way, a user cannot be on all night long downloading files, thereby preventing others from logging on.


Uploads/call:	How many files may be uploaded per call.  0 indicates infinite.


U/D file ratio: 	A download ratio -- how many blocks may be downloaded in return for every block uploaded.  (A user is allowed to exceed this ratio by 1 file of any length at all times.).  0 indicates no restriction on downloading based on uploaded blocks.


Free blocks:	The number of free blocks allowed to be downloaded before the ratio starts.  This number may be set to any number.  0 indicates infinite.


Messages/call: 	How many messages may be left per call. 0 indicates infinite.


Feedbacks/call: 	Number of ‘feedbacks’ a user may leave per call.  0 here means zero.


Minutes/pfiles: 	Number of minutes that may be spent in the p-files section of the system per call.  0 indicates infinite.


Editor lines:	Number of lines that may be normally used when writing a message in the editor, unless limited by some other factor, such as disk space.  Only settings from 7 to 250 are valid.  The value given for group 0 will be used also for the ‘personal statement’ section of new user logon.





The following portions of editing the user groups are toggled on/off using the ‘Y’ or ‘N’ keys:





Email (private):	This allows for a user to receive and send private E-Mail.


Pfiles:	This allows for a user to use the p-file section of the system.


Gfiles:	This allows for a user to use the g-file section of the system.


Userlist:	This allows for a user to see the list of the users of the system.


MCI level 1:	This allows the user to use level 1 MCI commands.


MCI level 2:	This allows the user full use of all MCI commands.


Relogon:	This allows a user to relog onto the system without first disconnecting from the system.


Edit profile:	This allows the user to edit his profile information.


Sysop/maintenance: This allows the user sysop maintenance privileges.  This should only be given to sysop only.


Bypass u/d ratios: 	This allows the user to bypass previously set ratios.


Bypass calls/day: 	This allows the user to call as many times as they wish per day.


Bypass min./call: 	This allows the user to stay on-line longer that allowed.


Bypass times:	This allows the user to bypass any automaintenance times as well as special times set out for the use of 300 baud modems.


Bypass file lock: 	This allows the user to see locked files.


Alias msg authors: 	This allows the user to use an alias when sending a message either in the Email or message bases.


Adopt orphans: 	This allows the user to adopt orphans into the UD section of the system.  This command should only be used by Sysops and Co-Sysops.


Read private msgs: This allows the user to read other user’s private messages.  Once again, this should only be allowed for sysop.


Delete any file: 	This should only be allowed for Sysop or Co-sysop use.


Delete own files: 	This allows the user to delete any files that they have uploaded to the system.


User-purge exempt: 	This exempts the user from being deleted from the system during auto-maintenance if the user purge is activated.


Autovalidate files: 	This allows for the user to validate his own uploaded files to the UD bases.


Write anonymously: This allows the user to write anonymously.


Trace anonymously: This allows the user to trace who wrote an anonymous message.


Private messages: 	This allows the user to send and receive private messages from other users.


Forward mail: 	This allows the user to forward mail to another user’s mail box.


BBS/maintenance: 	This should only be allowed for Sysop or Co-sysop access.


UD/maintenance: 	This should only be allowed for Sysop and Co-sysop access.


Files/maintenance: 	This should only be allowed for Sysop and Co-sysop access.


Write to wall: 	This allows the user to write to the graffiti wall.


Restart wall: 	This allows the user to restart the wall.  This should only be a Sysop or Co-sysop command.





To actually edit your access groups, see chapter 16.3 “Editing accounts and Groups”, once the system is on-line.





A.2	MESSAGE BASES AND UPLOAD/DOWNLOAD BOARDS





For each message board or u/d board that you wish to open, you must supply a descriptive title, a device and drive number to tell C-NET where to store the data for the message base, and an access code to tell C-NET which user groups may have access to it.  You must use sub-boards in sequential numerical order, beginning at number 1 -- not haphazardly around the screen.  To determine which number to enter for an access code, you can use the following chart:





	Group		Code		Group		Code		Group		Code


	   0		   0		   5		   5		   10		   a


	   1		   1		   6		   6		   11		   b


	   2		   2		   7		   7		   12		   c


	   3		   3		   8		   8		   13		   d


	   4		   4		   9		   9		   14		   e





To formulate an access number, first decide which groups get access to the subboard, then when asked for access groups, enter the groups allowed access.  For example, if you wanted subboard number 3 to be accessible by only groups 3,4 and 5, you would look at the chart, and enter ‘3;4;5’.  An access code giving access to all 15 access groups would be ‘1,’.





To actually edit the sub-board and file areas you will need to complete setting up the system, and once actually on-line, you will need to refer to Chapter 13.5  ‘Maintenance Commands’.  This will explain how to set up your sub-board and file transfer bases.











